
CLAIMS 

What is claimed is: 



1 \y method of determining a Layer 2 path between a source device and a 

2 L destination device in a switched network, the method comprising the computer- 

3 implOTiented steps of: 

4 determinkg a Layer 3 path between the source device and the destination device, 

5 wherbdn the Layer 3 path comprises information identifying two or more 

6 Layer 3 devices; 

7 determining a subpath for each contiguous pair of Layer 3 devices in the Layer 3 

8 path; and \ 

9 concatenating the subpatl^to resuh in creating and storing information 
1 0 representing the Lay^^ path. 

1 2. The method as recited in Claim 1 , wherein determining a subpath for each 

2 contiguous pair of Layer 3 devices comprises the steps of: 

3 determining a first interface on a first nodoyof the contiguous pair that is connected 

4 to a second interface on a second nodevof the contiguous pair for a given 

5 subnet; and \ 

6 selecting a relevant VLAN between the first and second nodes of the contiguous / 

7 pair based on the first and second interfaces; and 

8 gathering current spanning tree information for the relevant VLAN. 
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1 3. The method as recited in Claim 2, wherein selecting a relevant VLAN between the 

2 first and second nodes of the contiguous pair comprises the steps of: 

3 selecting a matching native VLAN of the first and second node of the contiguous 

4 pair asXthe relevant VLAN when the first interface and the second interface 

5 of the first and second nodes respectively of the contiguous pair are non- 

6 VLAN truVking interfaces; 

7 selecting a matchingyactive VLAN that is designated to carry traffic to a next hop 

8 as the relevant y LAN when the first interface and the second interface of 

9 the first and second nodes respectively of the contiguous pair are VLAN 

10 trunking interfaces\and 

1 1 selecting a native VLAN tha\ is on a non-VLAN trunking interface as the relevant 

1 2 VLAN when one of thanodes of the contiguous pair has the non-VLAN 

13 trunking interface. \ 

1 4. The method as recited in Claim 1 , wherein determining a subpath for each 

2 contiguous pair of Layer 3 devices fiikher comprises the steps of: 

3 tracing a first path segment fi:*om a firstViode of the contiguous pair by following a 

4 spanning tree associated with a relevant VLAN for the contiguous pair to a 

5 root of the spanning tree; \ 

6 tracing a second path segment fi-om a second node of the contiguous pair by 

7 following the spanning tree associatea with the relevant VLAN for the 

8 contiguous pair to the root of the spanning tree; and 
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concatenating tha first second path segments to result in creating and storing the 
subpath for\he contiguous pair. 



1 5. The method as recited in Claim 4, wherein concatenating the first path segment 

2 and the second path segment to result in creating and storing the subpath for the 

3 contiguous pair includes tl\e step of eliminating extraneous devices fi'om the first 

4 and second path segments. 



1 6. The method as recited in Claim 1 , wherein concatenating the subpaths to result in 

2 creating and storing information representing the Layer 2 path includes the step of 

3 eliminating extraneous devices from the subpaths. 
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A method of determining a Layer 2 path between a source device and a 
destination device in a switched network, the method comprising the computer- 
implemented steps of: 
determining a Layer 3 path between the ^urce device and the destination device, 

wherein the Layer 3 path comprise\ information identifying two or more 

Layer 3 devices; 

identifying contiguous pairs of Layer 3 devic^ in the Layer 3 path; 
determining a subpath for each contiguous pair pf Layer 3 devices in the Layer 3 
path; 

determining whether any contiguous pair of Layer^ devices has no subpath; 
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1 1 concluding that there is no Layer 2 path when any contiguous pair of Layer 3 

12 devices has no subpath; 

1 3 eliminating extraneous devices in the subpaths; and 

14 concatenating the subpaths to result in creating and storing information 

1 5 representiiftg the Layer 2 path when each of the contiguous pairs of Layer 3 

1 6 devices hasV subpath. 

1 8. The method as recitedm Claim 7, wherein determining a subpath for each 

2 contiguous pair of LayeAs devices comprises the steps of: 

3 determining a first interfaO^e on a first node of the contiguous pair that is connected 

4 to a second interfacAon a second node of the contiguous pair for a given 

5 subnet when both the first node of the contiguous pair and the second node 

6 of the contiguous pair have non-trunking interfaces; 

7 determining a first native VLAN W the first interface and a second native VLAN 

8 the second interface; \ 

9 determining whether the first native W.AN matches the second native VLAN; 

10 selecting the matching VLAN as a relevSant VLAN between the first and second 

1 1 nodes of the contiguous pair when\he first native VLAN matches the 

12 second native VLAN; \ 

1 3 gathering a current spanning tree information rar the relevant VLAN; 

14 tracing a first path segment from the first node orthe contiguous pair to a root of 

1 5 the spanning tree by following the current scanning tree information' ^ 

1 6 associated with the relevant VLAN to a root oV the spanning tree; ^ 
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17 tracing a s&^ond path segment from the second node of the contiguous pair to the 

1 8 root onhe spanning tree by following the current spanning tree 

1 9 informatiorv associated with the relevant VLAN; 

20 eliminating extraneous devices in the first and second path segments; and 

21 concatenating the first path segment and the second path segment to result in 

22 creating and storing the subpath for the contiguous pair. 

1 9. The method as recited in Claim 7, wherein determining a subpath for each 

2 contiguous pair of Layer 3 devices comprises the steps of: 

3 determining a non-trunking node\pf the contiguous pair when one of the nodes of 

4 the contiguous pair for a given subnet has a non-trunking interface and the 

5 other node of the contiguous pair has a trunking interface; 

6 determining the non-trunking interface on the non-trunking node of the contiguous 

7 pair as a first interface that is connected to a second interface on the other 

8 node of the contiguous pair; \ 

9 determining a native VLAN on the first interfacV 

10 determining whether there is an active VLAN on tlie second interface that matches 

1 1 the native VLAN on the first interface; \ 

1 2 selecting the matching VLAN as a relevant VLAN between the non-trunking node 

13 and the other node of the contiguous pair when there is an active VLAN ((n 

14 the second interface that matches the native VLAN o!n the first interface; \ 

1 5 gathering a current spanning tree information for the relevant YLAN; 
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16 tracing a first patK segmemt fi^om the non-trunking node of the contiguous pair to a 

1 7 root of the spanning tree by following the current spanning tree 

18 information associated with the relevant VLAN to a root of the spanning 

19 tree; \ 

20 tracing a second path segment fi-om the other node of the contiguous pair to the 

21 root of the spanning tree by following the current spanning tree 

22 information associated with the relevant VLAN; 

23 eliminating extraneous devices inVthe first and second path segments; and 

24 concatenating the first path segment and the second path segment to result in 

25 creating and storing the subpath for the contiguous pair. 

1 10. The method as recited in Claim 7, wherein determining a subpath for each 

2 contiguous pair of Layer 3 devices comprises the steps of: 

3 determining a first interface on a first node of the contiguous pair that is connected 

4 to a second interface on a second node of the contiguous pair for a given 

5 subnet when both the first node of tm contiguous pair and the second node 

6 of the contiguous pair have non-trunklng interfaces; and 

7 determining a first active VLAN of the first interface associated with the given 

8 subnet and a second active VLAN the second interface associated with the 

9 given subnet; \ 

10 determining whether the first active VLAN matches the second active VLAN; 
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1 1 selecting tVe matching VLAN as a relevant VLAN between the first and second 

1 2 nodes of the contiguous pair when the first active VLAN matches the 

13 second\ctive VLAN; 

14 gathering a current spanning tree information for the relevant VLAN; 

1 5 tracing a first path segment fi-om the first node of the contiguous pair to a root of 

1 6 the spanningWee by following the current spanning tree information 

1 7 associated witft the relevant VLAN to a root of the spanning tree; 

1 8 tracing a second path segment fi"om the second node of the contiguous pair to the 

1 9 root of the spanning tree by following the current spanning tree 

20 information associated with the relevant VLAN; 

21 eliminating extraneous devides in the first and second path segments; and 

22 concatenating the first path s^ment and the second path segment to result in 

23 creating and storing the\subpath for the contiguous pair. 

1 A computer-readable medium caLying one or more sequences of one or more 

2 instructions for determining a Layer 2 path between a source node and a 

3 destination node in a switched netxwrk, the one or more sequences of one or more 

4 instructions including instructions which, when executed by one or more 

5 processors, cause the one or more processors to perform the steps of: 

6 determining a Layer 3 path between the source device and the destination device, 

7 wherein the Layer 3 path comprises information identifying two or more 

8 Layer 3 devices; 
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deterAining a subpath for each contiguous pair of Layer 3 devices in the Layer 3 
plath; and 

concatenating the subpaths to result in creating and storing information 
representing the Layer 2 path. 



m 



1 12. The computer-readaole medium as recited in Claim 1 1 , wherein determining a 

2 subpath for each contiguous pair of Layer 3 devices comprises the steps of: 

3 determining a first interfa6e on a first node of the contiguous pair that is connected 

4 to a second interface T^n a second node of the contiguous pair for a given 

5 subnet; and 

6 selecting a relevant VLAN betw^n the first and second nodes of the contiguous 

7 pair based on the first and second interfaces; and 

8 gathering current spanning tree infonnation for the relevant VLAN. 



1 13. The computer-readable medium as recited in Claim 12, wherein selecting a 

2 relevant VLAN between the first and seconji nodes of the contiguous pair 

3 comprises the steps of: 

4 selecting a matching native VLAN of the first knd second node of the contiguous 

5 pair as the relevant VLAN when the first\interface and the second interface 

6 of the first and second nodes respectively of the contiguous pair are non- 

7 VLAN trunking interfaces; 

8 selecting a matching active VLAN that is designated fb carry traffic to a next hop 

9 as the relevant VLAN when the first interface and the second interface of 
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10 thafirst and second nodes respectively of the contiguous pair are VLAN 

1 1 trunking interfaces; and 

12 selecting a natiAvLAN that is on a non-VLAN trunking interface as the relevant 

13 VLAN wheri one of the nodes of the contiguous pair has the non-VLAN 

14 trunking interrace. 

1 14. The computer-readable medium as recited in Claim 1 1 , wherein determining a 

2 subpath for each contiguous pair of Layer 3 devices further comprises the steps of: 

3 tracing a first path segment fi-otn a first node of the contiguous pair by following a 

4 spanning tree associated with a relevant VLAN for the contiguous pair to a 

5 root of the spanning tree; \ 

6 tracing a second path segment from a second node of the contiguous pair by 

7 following the spanning tree associated with the relevant VLAN for the 

8 contiguous pair to the root of thAspanning tree; and 

9 concatenating the first second path segmemts to result in creating and storing the 
10 subpath for the contiguous pair. \ 

1 15. The computer-readable medium as recited in Qaim 14, wherein concatenating the 

2 first path segment and the second path segment ro result in creating and storing the 

3 subpath for the contiguous pair includes the step of eliminating extraneous devices 

4 fi"om the first and second path segments. \ 
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1 16. The computer-readable medium as recited in Claim 1 1 , wherein concatenating the 

2 subpaths to result in creating and storing information representing the Layer 2 path 

3 includes the stea of eliminating extraneous devices from the subpaths. 

1 A computer-readabk medium carrying one or more sequences of one or more 

2 instructions for determining a Layer 2 path between a source node and a 

3 destination node in a swit^died network, the one or more sequences of one or more 

4 instructions including instructions which, when executed by one or more 

5 processors, cause the one or more processors to perform the steps of: 

6 determining a Layer 3 path between the source device and the destination device, 

7 wherein the Layer 3 path comprises information identifying two or more 

8 Layer 3 devices; \^ 

9 identifying contiguous pairs of Layer 3 devices in the Layer 3 path; 

10 determining a subpath for each contiguous pair of Layer 3 devices in the Layer 3 

1 1 path; \ 

12 determining whether any contiguous pair of^Layer 3 devices has no subpath; 

1 3 concluding that there is no Layer 2 path when, any contiguous pair of Layer 3 

14 devices has no subpath; \ 

1 5 eliminating extraneous devices in the subpaths; and 

1 6 concatenating the subpaths to result in creating and coring information 

1 7 representing the Layer 2 path when each of th^ contiguous pairs of Layer 3 

1 8 devices has a subpath. \ 
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1 18. The comtouter-readable medium as recited in Claim 1 7, wherein determining a 

2 subpath for leach contiguous pair of Layer 3 devices comprises the steps of: 

3 determining a brst interface on a first node of the contiguous pair that is connected 

4 to a second interface on a second node of the contiguous pair for a given 

5 subnet when both the first node of the contiguous pair and the second node 

6 of the contiguous pair have non-trunking interfaces; 

7 determining a first native VLAN of the first interface and a second native VLAN 

8 the second interface; 

9 determining whether the fiVst native VLAN matches the second native VLAN; 

10 selecting the matching VLAN as a relevant VLAN between the first and second 

1 1 nodes of the contiguousu)air when the first native VLAN matches the 

12 second native VLAN; \ 

1 3 gathering a current spanning tree information for the relevant VLAN; 

14 tracing a first path segment from the mrst node of the contiguous pair to a root of 

1 5 the spanning tree by following the current spanning tree information 

16 associated with the relevant VLAN to a root of the spanning tree; 

17 tracing a second path segment from the second node of the contiguous pair to the 

1 8 root of the spanning tree by foUowingXthe current spanning tree 

1 9 information associated with the relevanVvLAN; 

20 eliminating extraneous devices in the first and second path segments; and 

21 concatenating the first path segment and the seconapath segment to result in 

22 creating and storing the subpath for the contiguous pair. 
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1 19. The computeweadable medium as recited in Claim 1 7, wherein determining a 

2 subpath for each Contiguous pair of Layer 3 devices comprises the steps of: 

3 determining a non-rrunking node of the contiguous pair when one of the nodes of 

4 the contiguous pair for a given subnet has a non-trunking interface and the 

5 other node of tne contiguous pair has a trunking interface; 

6 determining the non-trunking interface on the non-trunking node of the contiguous 

7 pair as a first intermce that is connected to a second interface on the other 

8 node of the contiguous pair; 

9 determining a native VLAN on the first interface; 

10 determining whether there is an Wive VLAN on the second interface that matches 

1 1 the native VLAN on the first interface; 

12 selecting the matching VLAN as a relevant VLAN between the non-trunking node 

1 3 and the other node of the contiguous pair when there is an active VLAN on 

14 the second interface that matchesythe native VLAN on the first interface; 

1 5 gathering a current spanning tree information for the relevant VLAN; 

16 tracing a first path segment fi*om the non-tnmking node of the contiguous pair to a 

1 7 root of the spanning tree by following me current spanning tree 

18 information associated with the relevant WLAN to a root of the spanning 

19 tree; \ 

20 tracing a second path segment fi'om the other node of the contiguous pair to the 

2 1 root of the spanning tree by following the current spanning tree 

22 information associated with the relevant VLAN;\ 
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23 eliminating extraneous devices in the first and second path segments; and 

24 concatenating the first path segment and the second path segment to result in 

25 creatinaand storing the subpath for the contiguous pair. 

1 20. The computer-readM)le medium as recited in Claim 17, wherein determining a 

2 subpath for each contiguous pair of Layer 3 devices comprises the steps of: 

3 determining a first interlace on a first node of the contiguous pair that is connected 

4 to a second interface on a second node of the contiguous pair for a given 

5 subnet when both thet first node of the contiguous pair and the second node 

6 of the contiguous pair laave non-trunking interfaces; and 

7 determining a first active VLAN^of the first interface associated with the given 

8 subnet and a second activeWLAN the second interface associated with the 

9 given subnet; \ 

10 determining whether the first active VLAN matches the second active VLAN; 

1 1 selecting the matching VLAN as a relevW VLAN between the first and second 

12 nodes of the contiguous pair whenthe first active VLAN matches the 

1 3 second active VLAN; \ 

14 gathering a current spanning tree information for the relevant VLAN; 

15 tracing a first path segment fi*om the first node of the contiguous pair to a root of 

1 6 the spanning tree by following the current Wanning tree information 

1 7 associated with the relevant VLAN to a roo^of the spanning tree; 
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1 8 tracing a secona^ath segment from the second node of the contiguous pair to the 

1 9 root of the sp^^ii^g by following the current spanning tree 

20 information associated with the relevant VLAN; 

21 eliminating extraneous tievices in the first and second path segments; and 

22 concatenating the first path segment and the second path segment to result in 

23 creating and storing the subpath for the contiguous pair. 

1 ^^/^^ A computer data signal emboiiied in a carrier wave, the computer data signal 

2 carrying one or more sequences^ of instructions for determining a Layer 2 path 

3 between a source node and a destination node in a switched network, wherein 

4 execution of the one or more sequences of instructions by one or more processors 

5 causes the one or more processors to perform the steps of: 

6 determining a Layer 3 path between tke source device and the destination device, 

7 wherein the Layer 3 path comprises information identifying two or more 

8 Layer 3 devices; \ 

9 determining a subpath for each contiguousu)air of Layer 3 devices in the Layer 3 

10 path; and \ 

1 1 concatenating the subpaths to result in creating and storing information 
1 2 . representing the Layer 2 path. \ 

1 22. A computer apparatus comprising: \ 

2 ^ a processor; and \ 

3 a memory coupled to the processor, the memory containing one or more sequences 

4 of instructions for determining a Layer 2 patmbetween a source node and a 

5 destination node in a switched network, wherein execution of the one or 
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6 more sequences of instructions by the processor causes the processor to 

7 perfOTm the steps of: 

8 determining aYayer 3 path between the source device and the destination device, 

9 wherein the Layer 3 path comprises information identifying two or more 

10 Layer 3 devices; 

1 1 determining a subpath for each contiguous pair of Layer 3 devices in the Layer 3 

12 path; and \ 

13 concatenating the subpaths to result in creating and storing information 

14 representing the Layer 2 path. 

1 A computer data signal embl^ied in a carrier wave, the computer data signal 

2 carrying one or more sequences of instructions for determining a Layer 2 path 

3 between a source node and a dekination node in a switched network, wherein 

4 execution of the one or more sequences of instructions by one or more processors 

5 causes the one or more processors to perform the steps of: 

6 determining a Layer 3 path between tne source device and the destination device, 

7 wherein the Layer 3 path comprises information identifying two or more 

8 Layer 3 devices; \ 

9 identifying contiguous pairs of Layer 3 devices in the Layer 3 path; 

10 determining a subpath for each contiguous pair of Layer 3 devices in the Layer 3 

1 1 path; \^ 

1 2 determining whether any contiguous pair of Layei^3 devices has no subpath; 

13 concluding that there is no Layer 2 path when any contiguous pair of Layer 3 

14 devices has no subpath; \ 
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eliminating extraneous devices in the subpaths; and 

concatena^ng the subpaths to result in creating and storing information 

representing the Layer 2 path when each of the contiguous pairs of Layer 3 
devices has a subpath. 

A network device that can determine a Layer 2 path between a source node and a 
destination node in a sv^itched network comprising: 
a network interface; 

a processor coupled to theyetwork interface and receiving information from the 

network interface; and 
a computer-readable mediumWcessible by the processor and comprising one or 

more sequences of instructions which, when executed by the processor, 

cause the processor to carry out the steps of: 

determining a Layer 3 patk between the source device and the destination 
device, wherein the l.ayer 3 path comprises information identifying 
two or more Layer 3 devices; 

identifying contiguous pairs om^ayer 3 devices in the Layer 3 path; 

determining a subpath for each contiguous pair of Layer 3 devices in the 
Layer 3 path; 

determining whether any contiguoi\s pair of Layer 3 devices has no 
subpath; 

concluding that there is no Layer 2 p^ when any contiguous pair of Layer 

3 devices has no subpath; 
eliminating extraneous devices in the suWaths; and 
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conpatenating the subpaths to resuh in creating and storing information 

representing the Layer 2 path when each of the contiguous pairs of 
LWer 3 devices has a subpath. 
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A system for determimng a Layer 2 path between a source node and a destination 

node in a switched network, the system comprising: 

means for determining a Ivayer 3 path between the source device and the 

destination device, Wherein the Layer 3 path comprises information 

identifying two or more Layer 3 devices; 
means for identifying contiguous pairs of Layer 3 devices in the Layer 3 path; 
means for determining a subpat^for each contiguous pair of Layer 3 devices in the 

Layer 3 path; 

means for determining whether any\contiguous pair of Layer 3 devices has no 
subpath; 

means for concluding that there is no l\ayer 2 path when any contiguous pair of 

Layer 3 devices has no subpath; 

means for eliminating extraneous devices \n the subpaths; and 

means for concatenating the subpaths to result in creating and storing information 
representing the Layer 2 path when eJ^ch of the contiguous pairs of Layer 3 
devices has a subpath. 
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